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디지털 협업의 빠른 확산 

 
1/3 이하의 기업이 클라우드 환경에서 비정상적인 
업무 행위를 모니터링하고 있습니다. 클라우드 앱 및 
공동 작업 플랫폼의 사용량이 크게 증가하고 있다는 
점을 고려하면 이는 놀라운 일입니다. 
 
- Cybersecurity Insiders 

 
 

발표자
프레젠테이션 노트
We know that at this time, your workforce is using a number of different SaaS applications. In many cases, these activities and data are relatively unprotected, bringing fresh challenges to security teams. The reality is that today’s workforce is dispersed, dynamic, and fundamentally unpredictable – making it harder for security teams to keep track of what devices are on their corporate network, and how users are operating in SaaS applications. The move to remote working has made this exponentially more difficult, with many organizations having transitioned to a full SaaS working model overnight, making it even harder to identify threats. Added to this user behaviors are constantly changing, and the merging of applications across both home and work devices has led to increased threatMany tools fall back on the traditional paradigm of a network perimeter when discussing protection, but this way of thinking is obsolete.  Coverage of the whole environment is needed.Many SaaS providers have been helping companies navigate the shift to remote workingBut, protecting the digital workforce in SaaS and cloud environments is new and unfamiliar territory for traditional security teamsAs a recent cybersecurity insiders report has shown, less than 1/3 of businesses are monitoring abnormal workforce behaviour across their cloud footprint. Lack of visibility is a key issue facing many organizations



다크트레이스의 위협 통계 
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랜섬웨어 내부 확산 SaaS 계정 탈취 뱅킹 트로이목마 

6월 내 탐지된  

9% 이상의 
위협은 

 주말 혹은 공휴일에 
발생 

 

 2/3이상의 
경보 발생 유형 
공격자가 정찰, 타 

디바이스 감염 시도가 
탐지 

6 월에 Darktrace는 
소수의 

클라이언트에게 
새로운  

Quakbot 감염 
에 대해 경고. 뱅킹 
트로이 목마는 
랜섬웨어, 크립토 
마이닝 및 데이터 
유출과 같은 다른 

형태의 공격과 함께 볼 
수 있으며, 트로이 
목마의 초기 발견은 
추가 감염을 방지 

약 2%의 보안 
침해 유형 

잠재적인 암호화를 
나타내는 비정상적인 
확장자 또는 파일 
이름을 사용하는 
의심스러운 파일 

쓰기와 관련하여 6월에 
발생 

 

다수의 경보 
발생 유형 

SaaS 이용과 관련한 
 초기 IOC(침해지표)가 

되는 
이상한 위치에서의 

로그인 
비정상적인 

계정관리가 발생 

발표자
프레젠테이션 노트
Over June, Darktrace alerted a handful of clients to new Quakbot Infections. Banking Trojans can be seen in conjunction with other forms of attack such as ransomware, cryptomining, and data exfiltration, finding the Trojans early can help prevent further infection later



디지털 트랜스포메이션 프로젝트의 가속화 

직원이 멀웨어 및 취약점을 가져 오거나 비승인 
기술을 실수로 사용 

유동적인 작업 환경과 시간 

사무실과 재택근무 환경 간의 분할된 하이브리드 
작업 패턴 

파괴와 변화를 통해 번성하는 잘 드러나지 않는 
사이버 범죄자 

 

동적인 조직 인력 

발표자
프레젠테이션 노트
Digital transformation projects are being accelerated which bring new tools, changes in workflow and ultimately result in a lack of visibility for security teams Employees may bring malware and vulnerabilities with them or inadvertently use unapproved technology which leads to unintentional vulnerabilities and  Fluid working environments and hours are here to stayFragmented, hybrid working patterns between offices and home environmentsLow-lying cyber-criminals thriving on disruption and change



속도와 규모에서 직원의 새로운 정상행위 학습 

안심할 수 있는 통합적이고 일관된 사이버 보호 

보안 팀의 업무 플로우 간소화 

자율 탐지, 분석 및 대응 기능을 통해 인간은 전략적 

업무에 집중 

‘위협적인’ 행위에 대한 동적인 이해 

새로운 업무 패턴에 적응한 인공지능 

발표자
프레젠테이션 노트
AI did so well in the transition out of work; it learned at speed with the immediate transition that so many faced, with a 24 hour change; that’s what you need for a dynamic workforceSaving time at times of heightened anxiety and distraction the AI, specifically AIA and AGN/AGE just provide protection and do the work Natural bridge into “you can’t enforce normal business ops in a time of chaos unless the tech knows what it is – imagine if the AI can enforce the normal business operations. Understands when something is going off the rails (intro Autonomous Response w/o calling it such). Here we can highlight how this peace of mind also helps enables innovation



탐지 조사 대응 

세계최고의 Cyber AI ・클라우드 네이티브 

발표자
프레젠테이션 노트
Darktrace Cyber AI Platform secures the digital estate – from Cloud and SaaS, to email, IoT/Industrial and on-premise networks. This leaves nowhere for the attackers to hide. This is our Cyber AI Platform. Darktrace can be deployed across your entire digital infrastructure. We are cloud native, we cover SaaS applications, like Salesforce for example, as well as email. We cover your IoT and production infrastructure, and we obviously cover traditional network environments. We have two flagship products that work together in real time, detecting and responding to threats. The Enterprise Immune System is a critical, self-learning AI engine, which builds an understanding of all actions and behaviors of every individual and system in an organization, and is able to spot changes as they occur. The second AI engine is Antigena. It’s also one-of-a-kind, and it’s the part that takes autonomous actions. It acts as the decision-making engine, using that knowledge of ‘self’ to make recommendations and to take the appropriate, surgical actions to contain threats as they happen. Overarching these products is our Cyber AI Analyst capability. This is another major innovation - here, the AI has learnt from security analysts, in order to automate the threat triage and investigation process. So Cyber AI Analyst augments your security team, and saves them huge amounts of time. It is so important to be able to cover your whole digital estate. At the end of the day, if your security technology can’t adapt to your changing environment, whether it’s a future cloud project, Office365, or adopting new IoT devices into your infrastructure, then you end up with gaping holes in your defenses. Darktrace is designed to evolve with you.



엔드포인트, 이메일, SaaS 환경의 

가시화 

전체 디지털 조직에 대한 문맥 이해  

모든 범위의 위협 탐지-  

계정 탈취 및 악의적인 내부자에서부터 

중대한 설정 오류 까지 

공격이 어디에 있든 자율적으로 

조사하고 대응 
 

동적인 조직 인력 보호를 위한 사이버 AI 



이메일을 위한 사이버 AI 

Antigena Email이 Gartner Magic Quadrant의 리더가 놓친 스피어 피싱 
캠페인을 포착했을 때 우리는 확신했습니다. 

- CIO, Numeris 
 

o 악성 이메일을 식별하기 위해 자가 학습  

o 각 사용자를 단순한 이메일 주소가 아닌 동적인 

개인으로 취급 

o 개인 및 피어 그룹을 위해 진화하는 ‘삶의 패턴’ 생성 

o 모든 범위의 이메일 위협 탐지 

o 사회학적 엔지니어링  

o 기업 이메일 침해 

o 데이터 손실 

o 스피어 피싱 

발표자
프레젠테이션 노트
Antigena EmailAnd we’ve applied this unique immune system approach to email security, with Antigena Email.  Antigena Email uses Darktrace’s core artificial intelligence to learn a unique sense of ‘self’ for your email communications – understanding what is ‘normal’ for every internal user, every external sender, and all the complex relationships between them.By continuously analyzing behaviors and relationships across lateral, inbound, and outbound email traffic, Antigena Email spots subtle deviations that reveal seemingly benign emails to be unmistakably malicious. And again this analysis treats recipients as dynamic individuals and peers, not mere email addresses, and furnishes the multi-dimensional context needed to illuminate the subtle signs of an advanced email attack.And it helps to think of Antigena Email and other defenses as simply asking different questions: while traditional defenses can only ask whether elements of an email have been observed in historical attacks – which is a fairly straightforward question to answer – Antigena Email is the only solution that can intelligently ask whether it would be abnormal for a recipient to receive / send / interact with a given email in the context of their normal ‘patterns of life’, as well as that of their peers and the wider organization, including relevant activity in their SaaS usage.This contextual attunement to evolving ‘patterns of life’ enables the AI to make highly accurate decisions and neutralize attacks that evade the email gateway.And because the technology is self-learning, it can detect the full range of advanced email attacks – so social engineering, spear-phishing, compromised email credentials, external data loss and spoofing attacks. 



인공지능 분석가: 중요한 시간 절약  

o 자율적 위협 탐지를 넘어서 위협을 

이해하고 인간 가설을 모방하며 탐지된 

내용을 이해 

o 자동화된 사이버 위협 조사 및 해석 

o 모든 위협을 지속적으로 조사 

o 조사 시간 최대 92% 단축 

사이버 위협에 대해 동일한 AI 기반 
조사 및 분석을 제공할 수 있는 다른 
공급 업체는 시장에 없습니다. 
 

 
- Chris Kissel, Research Director, IDC 



o 자율적, 외과적인 공격 중단  

o 인간보다 빠른 반응  

o 정상적이고 적법한 평소 업무에 영향을 

미치지 않음 

o SOC에서 다른 툴의 기능 향상 

o 담당자가 중요한 일에 집중할 수 있게끔 

o 매 3 초마다 위협에 대응 

반격: 자율 대응 

You can't bring a human to a machine fight  

Antigena는 진행중인 공격을 
자율적이고 정확하게 대응할 수 
있습니다. Darktrace는 시스템 방어 
방식을 근본적으로 변화시키고 
있습니다. 
- Layton Construction 

69% 기업에서 인공지능이 사이버 공격에 
대응하기 위해 필요하다고 판단합니다. 

발표자
프레젠테이션 노트
Antigena is the AI decision-making engine that makes recommendations and takes precise actions, minimizing the impact of security incidents in seconds. The next generation of cyber AI is for machines to fight back autonomously against fast-moving attacks. We launched this capability four years ago, and today 1,000 of our customers now rely on Antigena on a daily basis to fight back against attacks. What is so critical about Autonomous Response technology is that it generates a surgical and proportionate response to interrupt emerging threats, without impacting the rest of the business. This is because it understands what activity is normal, and what is highly threatening. For instance, Antigena stops fast-moving malware from making connections with a specific file share, but the device it’s operating on is still able to function as it normally would, and the user is not disrupted. So it’s business as usual. Antigena is also fully configurable – it can be turned on 24/7, or just when your teams are not present, such as at nights or on weekends. Or it can be used to go after specific kinds of threats, like ransomware. As we’ve mentioned, there are four Antigena modules – this allows you to protect different areas of your infrastructure: cloud, endpoint, network, and email.  I have to say, the one area where everyone turns it on is the email environment. Just briefly on this – you are no doubt already aware that the vast majority of attacks still come in through email (about 90%), and it’s becoming increasingly difficult to distinguish genuine emails from malicious ones. Antigena Email really is a gamechanger when it comes to detecting even the most subtle email threats – and it consistently catches advanced phishing emails attacks better and faster than Microsoft. The reason for this is that Antigena Email, as with the other modules, uses all of the rich intelligence it has learnt from the entirety of the digital environment – everything the Enterprise Immune System has learnt – and uses that context when analyzing threats in the email environment. That’s why it’s so effective in stopping the malicious emails that legacy tools let in. So Autonomous Response technology is unique. No one else can do this, and it is of course an increasingly critical capability as machine-speed attacks are fast becoming the norm. 



 

Q&A 

“저희팀은 이제 SaaS 애플리케이션과 
클라우드 컨테이너 전반에 걸쳐 완전한 
실시간 커버리지를 확보했습니다.” 
-라스베가스 최고정보관리자(CIO) 

“Darktrace는 디지털 공간에서 일어나는 
변화에 뒤처지지 않도록 도움을 줍니다.” 
–McLaren 최고정보관리자(CIO)  

“Darktrace AI는 현업에 적응하여 
네트워크와 클라우드 인프라의 가시성을 
실시간으로 밝힙니다. ” 
- CISO, Aptean 

“Darktrace는 이 불확실성의 시대에 
우리 조직과 함께 발전해 나갈 수 
있을 것이라 확신합니다.” 
– Ali Khan, Better.com 
최고정보보호책임자(CISO) 

“Darktrace의 OS 센서를 활성화했을 때 
마치 어두운 방에서 스위치를 켜는 것과 
같았습니다.” 
- 최고정보위협관리자, TRJ 텔레콤 

“다크트레이스는 우리가 완전히 
인지하지 못했던 위협과 취약점을 
알려주었습니다.” 
– CTO, Bunim/Murray  

발표자
프레젠테이션 노트
The Enterprise Immune SystemLet’s talk in more detail about our core products. The Enterprise Immune System was inspired by our body’s own approach to dealing with previously unseen attacks. We accept that every now and then, bacteria will get inside our bodies, or a virus will attack us. The human immune system is able to protect us from these threats because of its knowledge of ‘self’. That means that it knows what is ‘us’, and what is ‘other’. From there, it can mount defensive actions that enable us to fight back and recover. This evolving sense of ‘self’ is at the core of Darktrace’s approach. Our technology learns you, the DNA of your business. And it is from this unique knowledge of what is normal and what is abnormal that Darktrace’s AI can flag up anything anomalous as soon as it occurs.Because Darktrace learns ‘on the job’ - it is doesn’t need to have any previous knowledge. It is continually learning, identifying changes in your environment which you would otherwise be unable to see.So the Enterprise Immune System identifies the very early indicators of attacks, whether on a network or cloud environment, or a SaaS platform, and allows security teams to respond to incidents that legacy tools simply miss. And this approach means all types of threats are caught – from novel malware to ‘low and slow’ attacks, insider threat or a sophisticated email impersonation attack. All of this is done at machine speed. And finally, because it’s self-learning, it’s extremely easy to set up – installation takes just one hour, and requires no configuration. 



30 일 체험 Proof of Value을 원하시면, darktrace.com, 
방문 혹은 info@darktrace.com 로 이메일 주십시요. 

감사합니다 

mailto:info@darktrace.com
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